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1. Purpose 

The purpose of this document is to define the methodology for assessment and treatment of risks in 
Insert Company Name, and to define the acceptable level of risk. 

 

2. Scope 

The scope of this procedure falls under the Insert Department Name within Insert company name and 
any other outsourced department that maybe required. 

 

3. Responsibility 

Insert Person Responsible  

 

4. Definitions 

Insert Definitions 

 

5. Associated Documents 

• ISO 31000:2018 Standard 

• ISO 31000 Risk Assessment and Treatment Report 

 

6. Records 

Insert Records 

7. Risk Assessment and Risk Methodology 

Identify the process risks 

One of the most important aspects of your risk assessment is accurately identifying the potential 
process risks in your workplace. 

 

A good starting point is to walk around your workplace and think about any process risks. In other 
words, what is it about processes that could rightfully put your business at risk, from poor quality of 
work, delinquent due dates, ineffectiveness, poor customer service (internally/externally), poor 
products, if you have no starting point go back to the 7 principals of quality and address them. 

 

When you work in a place every day it is easy to overlook some process risks, so here are some tips to 
help you identify the ones that matter: 

 

Check Policies, Processes and Procedures some of the documents created are rigid and prevents a 
process from being efficient.  Always have plan B, knowing what to do if a task in a process cannot be 
achieved.  The objective of the process being documented is to control the process and understand 
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the relevant inputs and outputs if there are risks during the input and output phases these are to be 
documented as risks and managed. 

 

Look back at your non-conformances, customer complaints and corrective action records – these 
often help to identify what needs to be done to prevent reoccurrence. 

 

Take account of non-routine operations (e.g. maintenance, cleaning 

operations or changes in production cycles). 

 

Remember to think about long-term process risks to the business such as sustainability (e.g. if there 
is no potential clients, what will the business do and how will it sustain itself, if employees leave the 
organization how will the organization be able to retain certain skills.) 

 

Depending on the type of work you do, there may be other risks that are relevant to your business. 

 

Evaluate the risks 

 

Having identified the process risks, you then must decide how likely it is that the risk will occur, i.e. 
the level of risk and what to do about it. Risk is a part of everyday life and you are not expected to 
eliminate all risks. What you must do is make sure you know about the main risks and the things you 
need to do to manage them responsibly. 

 

Generally, you need to do everything ‘reasonably practicable’ to protect your business, clients, 
employees and suppliers. This means balancing the level of risk against the measures needed to 
control the real risk in terms of money, time and quality. However, you do not need to take action if 
it would be grossly disproportionate to the level of risk. 

 

Your risk assessment should only include what you could reasonably be expected to know – you are 
not expected to anticipate unforeseeable risks.  If you can, then great. 

 

Look at what you’re already doing, and the control measures you already have in place. Ask yourself: 

• Can I get rid of the risk altogether? 

• If not, how can I control the risks so that harm is unlikely? 

 

 

Some practical steps you could take include: 

• Trying a less risky option; 

• Preventing access to the process risks; 

• Organizing your work to reduce exposure to the risk; 
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• Continuous awareness on the current and potential risks; 

• Involving and consulting with workers. 

 

Take into consideration that risks may also be aligned to process risks.   

 

Involve your workers, so you can be sure that what you propose to do will work in practice and won’t 
introduce any new process risks. 

 

If you control a number of similar workplaces containing similar activities, you can produce a model 
risk assessment reflecting the common process risks and risks associated with these activities. 

 

Determining the risk owners 

For each risk, a risk owner has to be identified – the person or organizational unit responsible for each 
risk. This person may or may not be the same as the asset owner.  

 

Consequences and likelihood This will cover clause 6 

Once risk owners have been identified, it is necessary to assess consequences for each combination 
of threats and vulnerabilities for an individual asset if such a risk materializes: 

 
 
 
 
 
 
 
 
 
 

 

After the assessment of consequences, it is necessary to assess the likelihood of occurrence of such a 
risk, i.e. the probability that a threat will exploit the vulnerability of the respective asset: 

Probability/ Likelihood Criteria 

Rating Description 

1 Rare 

2 Unlikely/annually 

3 Possible/monthly 

4 Likely/weekly 

5 Almost certain/daily 

 

Consequences Criteria 

Weight Number Risk description 

5 Catastrophic 

4 Major 

3 Moderate 

2 Minor 

1 Insignificant 
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By entering the values of consequence and likelihood into the Risk Assessment Table, the level of risk 
is calculated automatically by adding up the two values. Existing security controls are to be entered in 
the last column of the Risk Assessment Table. 

Risk acceptance criteria 

Values of 1-15 are acceptable risks, while values 15 and higher must be treated. 

 

Matrix Key   

Matrix Key 

Risk Level Controls 

LOW – 1-5 
Insignificant / frequent job 
observation etc. 

MEDIUM –6-15 
Acceptable /Tolerable / less 
complex controls /needs 
operational control procedures 

HIGH - 16-20 
Not Acceptable  /needs 
operational control procedures 

VERY HIGH – 21-25 
Intolerable / terminate or 
immediate controls/Objectives 
required 

 
 
 
 
 

Risk Treatment 

Risk treatment is the process to improve existing controls or to develop and implement new controls. 
Risk treatment is conducted by the Management Representative or any authorized employee such as 
HOD, etc. 

One or more treatment options must be selected for risks of value higher than 15: 

1. Selection of controls from the ISO Standard or other forms of control 
2. Transferring the risks to a third party – e.g. by purchasing an insurance policy or signing a 

contract with suppliers or partners 
3. Avoiding the risk by discontinuing a business activity that causes such risk 
4. Accepting the risk – this option is allowed only when an object or action plan is put in 

place. 

 

Regularly review your risk assessment 

 

Few workplaces stay the same. Sooner or later, you will bring in new equipment, substances and 
procedures that could lead to new process risks. So, it makes sense to review what you are doing on 
an ongoing basis, look at your risk assessment again and ask yourself: 

• Have there been any significant changes? 
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• Are there improvements you still need to make? 

• Have your workers spotted a problem? 

• Have you learnt anything from accidents or near misses? 

• Make sure your risk assessment stays up to date 


