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1  Introduction 

1.1 Purpose 

Change is an essential part of the modern business environment and it is often the ability of an 
effective supporting IT organization to manage the implications of that change that sets it apart from 
others. Whether change is proactive to move us forwards or reactive to adapt to incidents, 
problems, or external events such as new legislation, it will inevitably carry with it an element of risk. 
Part of the purpose of the change management process is to manage and contain that risk in 
accordance with the risk appetite of the organization itself. 
 
The purpose of this document is to set out the Insert Service Provider process of change 
management.  
 
As such, this document will represent an initial design for the enhancement of existing change 
management processes and will be updated on at least an annual basis thereafter as Insert Company 
Name and its IT service management needs develop. 
 
This document should be read in conjunction with the following documents: 
 

➢ Change Management Policy 

➢ Design and Transition of New or Changed Services Process which deals with the interface 
with project activities 

 

1.2 Objectives 

The objectives of the change management process are to: 
 

• Manage the assessment and implementation of changes to the IT environment in accordance 
with the business requirements and risk appetite of the organization 

• Ensure that the Service Knowledge Management System (SKMS), including the Configuration 
Management Systems (CMS), remains up to date in the face of frequent and varying changes 

• Keep accurate records of changes made and the configuration items affected by them, for use 
in other processes such as incident and problem management 

• Provide benefit to the business by delivering desirable change whilst preventing undesirable 
change 

 
A change request may arise for many reasons, including the following: 

 

• An incident or problem 

• New hardware installation 

• New functionality 

• IT Infrastructure upgrades 

• New or changed legislation 

• Changed business requirements or direction 
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• Retirement of service 
 
A change request must be assessed for impact and resource requirements before being considered 
by the Change Advisory Board (CAB).  To assist with impact assessment, the identification of related 
systems/components affected by the proposed change and also input from other affected support 
groups may be required.   
 
After assessment if the change is deemed acceptable it will be authorised by the CAB. Once 
implemented the change will be reviewed and subject to the findings of the review, closed. 
 

2 Scope of Change Management 

2.1 Definition 

All hardware, software and documentation that constitute a live service to Insert Company Name 
users will be subject to change management. The exception is where certain types of change have 
been designated as standard changes and implemented via the service request process. 
 
As an indication, changes to the following will require a change request to be raised and approved: 
 

➢ Server hardware  
o New installations onto the live network 
o Upgrades 
o Decommissioning 

➢ Server operating software including Novell Netware, ZenWorks, Windows Server, Backup 
Exec, SQL Server, ISA Server, Citrix, Active Directory, DFS etc. 

o Upgrades 
o Fixes and service packs 
o Configuration changes 

➢ Application software including Exchange 
o Upgrades 
o Fixes 
o Configuration changes 

➢ Firewalls 
➢ Routers 
➢ Switches 

➢ Network services e.g. DNS, DHCP 
 

2.2 Examples of Changes in Scope 

The following are examples of recently implemented or planned changes that will in future require a 
change request to be raised and approved: 
 

1. Applying outstanding fixes to the Exchange system 

2. Replacing linux DHCP servers with Microsoft DHCP servers 

3. Migrating from Groupwise to Exchange 

4. Installing the Exchange servers onto the live network 

5. Installing the VPN router onto the live network 

6. Changing the Exchange configuration to enable and setup up push email 
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7. Installing SCCM onto a server connected to the live network 

8. Installing the Citrix Access Gateway onto the live network 

9. Configuring HP Insight Manager to collect performance and configuration data 

10. Rolling out Office 20xx to multiple users e.g. a whole department 

11.  Changing Active Directory to place PCs into a department structure 

12.  Installing and configuring DFS 

 

2.3 Examples of Changes Out of Scope 

The following are examples of tasks that are considered to be service requests or administrative 
tasks and so will not require a change request to be raised and approved: 
 

1. Creating a new user 

2. Changing a user’s password (password reset) 

3. Mapping a drive for a user 

4. Installing individual new PCs 

5. Upgrading memory in an individual PC 

6. Installing software on a user’s desktop 
 
A definitive list of these will be published and maintained by the Service Manager. 

2.4 Change Freeze 

In order to minimise business risk over the crucial Christmas trading period changes are not allowed 
to IT infrastructure between November and the first week of January unless specifically authorised 
as an exception based on business priorities.  
 

3 Categories of Change 

The following categories of change will be used: 
 

• Standard 

• Normal 

• Emergency 

• Major 
 
This document relates mainly to the last three of these categories, the normal, emergency and major 
changes.  

 

3.1 Standard change 

A standard change is a small, low risk change that can be implemented in a short, governed 
timeframe. Although a standard change is technically a change, it will not require a change request 
to be assessed and approved, although it should still be logged against the relevant configuration 
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item as having taken place. Standard changes will still be recorded in the service desk system and 
the implementation process of each standard change will be fully documented. 
 
Some standard changes will be requested by users via the service request process. These will be 
subject to specifically agreed target service levels specified in the SLA and. Service requests will be 
processed according to the Service Request Management Process. 

 

3.2 Normal Changes 

 
These are “business as usual” changes which are expected to make up the majority of the change 
requests that are logged and handled through the change management process as described in this 
document. Although not emergencies, they will be prioritised in order that resources can be 
allocated in as effective a manner as possible. 

 

3.3 Emergency Changes 

 
Whilst all changes likely to be required should be foreseen and planned, there will be occasions 
when business requirements demand that changes be made in an emergency situation.  Such 
changes are those requests which impact on internal or external ‘live’ systems and require 
implementation in order to resolve (or prevent) a current high priority incident or problem.  In such 
cases a change request must be raised immediately even if the full change details are not available 
and the CAB must be notified.  This is to ensure that all parties are aware at the earliest opportunity.   
 
From initial logging of the change, the principles of the normal change management process should 
be observed as far as is realistic, however, as an emergency changes may require swift approval 
from the CAB an Emergency CAB (E-CAB) meeting may be held.   
 
If an emergency change cannot be formally authorised after reasonable efforts have been made to 
follow the process (e.g. out of hours) a local decision may be made as to whether this change will be 
implemented.  However, details of the change must still be recorded, and the change management 
process followed retrospectively to ensure that records are maintained accurately, and the success 
or failure of the change can be reviewed. 
 
Where timescales allow it, the Change Manager in collaboration with the relevant support groups 
will ensure the following: 

 

• Sufficient staff and resources are available to action and support the change request 

• Back-out plans have been documented and passed to the change Implementer  

• As much testing as possible of the emergency change has been completed 
 
When an emergency change request is logged the Change Manager will do the following: 
 

• Assess who should form the Emergency Change Advisory Board (E-CAB) 

• Communicate with each member of the E-CAB by whatever means is appropriate (face-to-
face, telephone, email) to obtain a combined impact assessment 

 
The remainder of the process will then continue but under the auspices of the E-CAB rather than the 
scheduled CAB i.e. as quickly as possible whilst retaining control and managing risk 
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Changes processed as emergencies will be reviewed by the CAB on a regular basis to ensure that 

they are genuine emergencies and do not arise from a lack of forward planning. 
 

3.4 Major Changes 

Major changes will be logged within the change management process but referred to the IT Steering 
Group as their scope and implications will generally encompass a wider audience. They will then be 
raised as projects with their own business case, project team and budget. 
 
A change will be classified as major if it involves any or all of: 
 

1. the removal or decommissioning of a service 

2. the transfer of a service from Insert Service Provider to the business or a different party 

3. the creation of a new service 

4. more than x days of IT resource 
 

These criteria will be re-evaluated on a regular basis as part of a wider change management process 
review. 
 
However, note that a project may generate further change requests that may be managed within 
the change management process as normal changes. 
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4 Change Management Process  

4.1 Process Diagram 

The following process will be used for the management of changes within [Service Provider]: 

Raise Change 
Request

Review CR for 
completeness

Acceptable?

Classify and Assess 
CR

Yes

Amend Change 
Request

Normal ChangeMajor Change Emergency ChangeIT Steering Group

Assessed by CAB
Assessed by 

Emergency CAB

Approved?
Inform change 

raiser

Prepare and 
Implement change

Successful? Back-out Change Set status to Failed

Set status to 
Implemented

Review Change 

Close Change

No

No

Yes

No

Yes

Logged

Being Assessed

Referred

Referred

Approved

Implemented

Failed

Closed

Status in Green

 
 
Figure 1 - Change management process 
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4.2 Process Triggers 

The change management process is initiated as a result of one or more of the following triggers: 
 

• A change request is submitted via one of the available channels 

• A change proposal is raised as part of the service portfolio management process 

 

4.3 Process Inputs 

The process of change management requires a number of inputs in order to be able to function 
effectively. These may not always be available but will ideally be: 
 

• Correctly raised RFCs 

• Change proposals 

• Business, service and technical knowledge relevant to the proposed change 

• Change evaluations and assessments 

• An indication of the prevailing risk appetite of the business and IT organization 

• Configuration management records 

• Build, test and implementation plans and status reports 

• Details of incidents and problems giving rise to the RFC 

• Details of incidents and problems resulting from the implementation of the RFC 

 

4.4 Process Narrative 

The following steps are carried out in the change management process. 

 
Step Role Description 

Raise change request Change Initiator Create a Change record within the Service Desk 
system detailing all the required information 

Classify and Review CR 
for completeness 

Change Manager The change request needs to be checked that all the 
required information has been entered. The change 
should be referred or rejected if it is: 

1. Totally impractical 
2. A duplicate change requests 
3. Incomplete 

Amend CR Change Initiator The addition of further information if required or 
clarification of existing information 

Classify and Assess CR Change Manager Assess whether the change request is Major, 
Normal or an Emergency 

Refer to IT Steering 
Group 

Change Manager/ 
Change Advisory 
Board 

If the change is categorised as Major according to 
the criteria specified in the Change Management 
policy, then the change will be referred to the IT 
Steering Group as a possible project 

Assess a Normal 
change request for 
technical and business 

Change Advisory 
Board 

The implications of the proposed change are 
assessed from a business and a technical point of 
view. This should include the timing and impact on 
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Step Role Description 

risk security, capacity, service continuity plans and 
release management, amongst other areas 

Assess an Emergency 
change request for 
technical and business 
risk 

Emergency Change 
Advisory Board 

The change is assessed as for a Normal change but 
in an accelerated timescale either face to face or via 
telephone, email etc. 

Approve, reject or 
refer the change 
request 

Change Advisory 
Board/ ECAB 

Approve if OK, reject if not. Refer back to change 
initiator if more information required 

Schedule Change Change Manager Inform the Change Initiator of the result of the CAB 
and enter the change on the Change Schedule 

Prepare and Test 
Change 

Change 
Implementer 

Plan the mechanics of the change and test it where 
appropriate e.g. in a test environment 

Implement Change Change 
Implementer 

Make the change on the date and time scheduled. 
Test to ensure it has worked successfully 

Back-Out Change Change 
Implementer 

Remove the change if unsuccessful 

Report Success Change 
Implementer 

Inform the Change Manager that the change was 
implemented successfully 

Review Change Change Advisory 
Board 

Review the change records to ensure that no 
related incidents or problems have arisen since the 
change was made   

Close Change as 
successful 

Change Advisory 
Board 

Close the change record with a status of successful 

Close Change as 
Unsuccessful 

Change Manager Close the change record with a status of 
unsuccessful 

 
Table 1 - Process narrative 

 

4.5 Information to be Supplied on Change Requests 

The following items of information must be supplied on a change request in order for it to be 
processed and approved. Change requests not containing this information will be rejected. 
 

➢ Initiator name and contact details 

➢ Summary of change 

➢ Change Description 

➢ Business Justification 

➢ Service(s) Affected 

➢ Impact 

➢ Urgency 
 
Relevant documentation should be attached to the change record if required. 
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4.6 Assessment of Changes 

Changes must be assessed from the dual perspective of technical and business risk. For many 
changes this will mean that at least two members of staff will need to be involved – one technical, 
the other business. 
 
This should include the timing of the proposed change and its potential impact on security, capacity, 
service continuity plans and release management, amongst other areas. 
 
Change Initiators must not assess their own changes. The technical assessor must have sufficient 
technical knowledge to be able to give an informed opinion regarding the change subject. 

 

4.7 Approval of Changes 

A Change Advisory Board (CAB) will be responsible for the review and approval of change requests. 
The members of the CAB will be defined as part of the change management process and may vary 
according to need e.g. the technical or business areas affected by the change. 
 
The CAB will meet on a regular basis, frequency to be defined. All CAB meetings will be minuted. 
 
Change Initiators must not approve their own changes. Where possible the assessors of a change 
should be different to the approver(s). 

 

4.8 Process Outputs 

The outputs of the change management process will be the following: 

• Closed change records 

• Successfully completed changes 

• Rejected change requests, where appropriate 

• Failed changes, together with relevant reviews and action plans 

• Updated configuration item records 

• Lessons learned from change reviews 

• Closed incidents and problems that are related to the change 
 

4.9 Process Roles and Responsibilities 

4.9.1 Change Initiator 

• May be within the business (business generated changes) or within IT (Infrastructure 
changes) 

• Responsible for identifying the need for a change and providing the required information to 
allow the change request to be assessed 

• Works with the change builder to define the exact requirements of the change 

• May be involved in user acceptance testing of the change once built 

 

4.9.2 Change Manager 

• Owner of the change management process  
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• Responsible for identifying improvements to the process and ensuring it is adequately 
resourced  

• Provides information regarding the success rates of the process  

• Chairs the Change Advisory Board meetings and co-ordinates its activities 

• Runs the process on a day-to-day basis  

• Performs the initial check and classification of changes 

• Maintains the change schedule and ensures that all changes are in the correct status 

 

4.9.3 (Emergency) Change Advisory Board (CAB) 

• Reviews and approves or rejects normal and emergency changes based on the information 
provided 

• Ensuring that all changes to the production environment are adequately assessed for risk 
avoidance and impact 

• Approving changes presented that meet business needs and conform to change 
management rules 

• Confirming the priority of authorised changes 

• Verifying where possible that resources are committed to executing authorised changes to 
agreed schedules 

• Resolving conflicts in the change schedule 

• Verifying that valid test plans are produced for changes in order to protect the production 
environment 

• Taking corrective action against any person/group who attempts to circumvent the change 
management process 

• Reviewing historical records of changes to ensure that the process is running as required 

 

4.9.4 Change Implementer 

• Works with the change initiator to define the requirements in more detail 

• Creates the items necessary for the change (e.g. new or revised software programs) 

• Performs system testing and liaises with the change originator to perform UAT 

• Plans the details of the change, tests it prior and post implementation  

• Provides feedback to the change manager on the status of the change 

 
4.10 RACI Matrix 

The table below clarifies the responsibilities at each step using the RACI method, i.e.: 
 
R= Responsible  A= Accountable C= Consulted  I= Informed 
 

Role: Change 
Initiator 

Change 
Manager 

CAB Change 
Implementer Step 

Raise change request A/R I I  
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Role: Change 
Initiator 

Change 
Manager 

CAB Change 
Implementer Step 

Classify and Review CR for 
completeness 

C R A  

Amend CR A/R C I  

Classify and Assess CR I R A  

Refer to IT Steering Group I C R/A  

Assess a Normal change request 
for technical and business risk 

C I R/A  

Assess an Emergency change 
request for technical and 
business risk 

C I R/A  

Approve, reject or refer the 
change request 

I I R/A  

Schedule Change I R A I 

Prepare and Test Change   A R 

Implement Change I I A R 

Back-Out Change I I A R 

Report Success I I A R 

Review Change I I R/A I 

Close Change as successful I I R/A I 

Close Change as Unsuccessful I I R/A I 

 
Table 2 - RACI matrix 

 

4.11 CAB Meetings 

The volume and classification of changes will be reviewed during the first few months of operation 
of the Change Management process to help to decide the most appropriate frequency of full CAB 
meetings.  
 
The general principle is that all relevant parties are consulted regarding a change that may affect 
them and these parties may be different according to the scope of a specific change. Therefore, a 
process of approval via email or telephone may be used in advance of a full CAB meeting if the 
timescale of the change requires a decision before the next meeting. 
 
The relevant parties for the approval of a change will usually be as a minimum: 
 

➢ Insert Service Provider 

➢ User departments affected 

➢ Application support team 
 
Suppliers may also be invited where appropriate. 
 

5 Change Management Tools 

There are a number of key software tools that underpin an effective change management process. 
These are subject to change as requirements and technology are updated and so specific systems 
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are not described here. However the main types of tools that play a significant part in the process 
within Insert Company Name are as follows. 

 

5.1 Change Management System 

The change management system is a workflow system that allows the logging of RFCs directly into 
the process via a web interface and a desktop client. Changes are then managed and directed 
according to the defined process, under the control of the change manager. Tasks can be assigned to 
individual users for change assessment and authorisation and later on for change building, testing 
and implementation. 
 
Results of all reviews can be recorded as notes within the system, along with pre-defined 
information at each stage of the process. Supporting information such as test and back-out plans 
may be attached to change records and accessed by those involved in the process for that specific 
change. 

 

5.2 Configuration Management System 

The configuration management system provides the capability to link changes with the configuration 
items they affect, building up a change history for CIs such as servers, databases and applications. 
This is useful in incident management where a particular incident may be tracked back to a change 
made at an earlier date.  
 
The status and version of CIs may be updated as the change management process progresses so that 
an accurate picture of the organization’s infrastructure is maintained at all times, even in the face of 
frequent change. 

 

6 Communication and Training 

There are various forms of communication that must take place for the change management process 
to be effective. 
 
These are described below. 

6.1 Communication with Change Initiators 

The initiator of the RFC may need to explain the rationale for the change in more detail and describe 
the benefits expected from it. Once the RFC is logged, the change initiator must be kept informed of 
its progress and ideally be given some kind of indication of its expected delivery date. After 
implementation the change initiator will be a key contributor to the change review, including 
whether the benefits were realised.   

 

6.2 Communication with Change Authorities 

As part of the assessment and authorisation of changes, the change manager must communicate 
effectively with the members of the relevant change authority for that change. This will be achieved 
mainly via the change management system and email where appropriate. 
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6.3 Communication with IT Teams 

Often the implementers of a change will be one or more IT teams that support the specific area of 
technology involved. It is vital that they are accurately informed of the change requirements and 
expected benefits so that resources are not wasted, and the required results are achieved. 
 
It is key to the change management process that the implementer(s) of a change keep the change 
manager informed about its progress, particularly if the build and test stage is lengthy. 

6.4 Communication with Projects 

For those changes that are major in terms of their scope, risk and impact, a project will most often 
be used as the best method of delivery. The change manager must ensure that regular updates on 
progress are obtained and that all changes required as part of the project go through change 
management. It may be appropriate for the change manager to attend some project meetings. 
Similarly, it may be appropriate for the project manager to attend relevant CAB meetings. 

 

6.5 Process Performance 

It is important that the performance of the change management process is monitored and reported 
upon on a regular basis in order to assess whether the process is operating as expected. The content 
of performance reports is set out in section 6 of this document, but it is vital that the reports are not 
only produced but are also communicated to the appropriate audience. 
 
This will include the customers of the IT service and the management of IT concerning resource 
utilisation and allocation. Depending on the health of the process it may be appropriate to hold 
regular meetings with customers and IT management to discuss the performance and agree any 
actions to improve it.  

 

6.6 Communication with Incident and Problem Management 

Some changes will have been raised in order to resolve one or more incidents and problems. The 
service desk manager will benefit from frequent updates on change management activity, including 
the timing of key changes that might give rise to further incidents. If this is the case, the service desk 
manager will need to inform the change manager so that this fact may be considered as part of the 
change review. 
 
The change manager should inform the problem manager when changes that were raised to resolve 
problems have been implemented. Again, the success of the change in resolving the problem may be 
judged by the problem manager and input to the change review. 

 

6.7 Training for Change Management 

In addition to a well-defined process and appropriate software tools it is essential that the people 
aspects of change management are adequately addressed. The process requires that training be 
provided to all participants in order that it runs as smoothly as possible.  
 
The main areas in which training will be required for change management are as follows. 
 

• The change management process itself, including the activities, roles and responsibilities 
involved 
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• Change management software tools such as the change management system and configuration 
management system 

• The basics of the technology and how it is implemented within Insert Company Name. 

• The business, its structure, locations, priorities and people 
 
In addition, training should be provided to the user population regarding how to identify and 
propose a change, including: 
 

• The difference between an RFC, incident, a service request and a problem and how they are 
handled 

• How to submit an RFC via the various means available 

• What may be expected of them as part of change management 
 
This training may be provided via short workshops and supplemented by on demand resources such 
as videos and user guides. 
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7 Interfaces and Dependencies 
The change management process has a number of interfaces and dependencies with other processes within service management and the business. These 
are outlined here and are described in further detail in the relevant procedural documentation. 

 
Process Inputs to change management from the named process Outputs from change management to the named 

process 

Business Relationship 
Management 

RFCs resulting from discussions with the business Completed RFCs 

Budgeting and Accounting for IT 
Services 

Budgets for changes Cost of change information 

Information Security 
Management 

Changes required to implement or improve security controls 
to address risk 

Implications of changes on information security controls 

IT Service Continuity 
Management 

Changes required to improve service continuity Implications of changes on service continuity plans 

Release and Deployment 
Management 

Completed deployments; release policy and current release 
plans 

Changes to incorporate into releases 

Configuration Management Details of configuration items and relationships between 
them 

Updated configuration items 

Incident Management Incidents requiring a change Incidents to be closed as a result of a successful change 

Problem Management Problems requiring a change to resolve Problems to be closed as a result of a successful change 

Service Request Management Information regarding standard changes implemented as 
service requests 

Definitions of standard changes 

 
Table 3 - Process interfaces and dependencies 
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8 Reporting 

8.1 Change Schedule 

The Change Manager is responsible for issuing the change schedule on a weekly basis. This will set 
out details of the changes to be implemented in the next three months. The following information 
will be included: 
 

➢ Date and time of implementation 

➢ Change number 

➢ Change description 

➢ Systems and users impacted 

➢ Expected duration of change 
 
It is anticipated that this information will also be made available on the Intranet. 

 

8.2 Reports for CAB 

The success of changes will be reviewed at an appropriate time after their implementation to judge 
their success or otherwise.  
 
The success of the change should be reviewed with regard to whether: 

• the change met the required objectives, standards and functionality 

• users and customers are happy with the results 

• the change was implemented as per the planned resources, agreed schedules and anticipated 
costs 

• there are related incidents or problems since the change was implemented 

• there were unexpected side effects 

• There are opportunities to improve the next similar change  
 
The Change Manager may obtain feedback from the originator of the change request which will then 
be considered as part of the review.  
 
Statistics will be collated on change management for input to the regular IT service report and the 
Change Advisory Board. 
 
The following KPIs will be used on a regular basis to evidence the successful operation of the change 
management process: 

 
KPI Ref. Key Performance Indicator 

KPI1 Number of changes per month that are known to have circumvented the change 
management process 

KPI2 Number of emergency changes raised 

KPI3 Percentage of changes that are classified as emergencies 

KPI4 Percentage changes implemented successfully on first attempt 

KPI5 Percentage of changes backed out 
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KPI Ref. Key Performance Indicator 

KPI6 Size of change backlog 

KPI7 Percentage of changes for which the expected benefits are realised 

KPI8 Customer satisfaction scores for change management 

KPI9 Percentage of configuration items found to have incorrect information when audited 
 
Table 4 - Process KPIs 

 
The following reports will also be produced by the Change Manager on a regular basis and reviewed 
as part of the CAB meetings in order to identify trends and possible process improvements: 
 

• Number of changes raised and closed by week/month 

• Breakdown of categories of change requests raised i.e. Normal, Emergency and Major 

• Average time to process a change request of each category 

• Percentage successful change requests 

• Sources of change requests e.g. business area 

• Types of change requests e.g. server, network or by business application 
 
Requirements for further reports will be reviewed on a regular basis. Identified improvements will 
be input to the Service Improvement Plan. 
 

9 Conclusion 

Effective change management is an invaluable tool is ensuring the continued availability of our IT 
services and minimizing our risk. The process described in this document is intended to represent an 
appropriate method to deliver a flexible but thorough change management mechanism which can 
be easily followed and hopefully improved over time. 
 
The success of our change management process depends on a number of factors, not least of which 
is that our people believe in the benefits that it brings and are prepared to ensure that it is followed 
as far as reasonably possible. Therefore, the definition of the process is only half the battle; effective 
communication and management leadership must also play their part in embedding the process into 
our day-to-day operations and making the raising of a change request a default action within our 
organization.   

 


